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Chris Calvert
Cofounder & VP of Strategy

The Power of AI  
to Disrupt Security Operations
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Agenda

- Problem slide... ☺

- Artificial Intelligence Ugh!

- Security Operations

- Aligning for the Future
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We aren’t learning by osmosis...
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Voice of the Analyst Survey
Activity Rankings Across Perceptual Dimension
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What does that even mean?

Artificial Intelligence 
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Artificial Intelligence
ARTIFICIAL INTELLIGENCE – UGH!

Machines that mimic cognitive  
functions such as learning, problem 

solving and decision-making.

- A new brand on what used to be called MATH
- Deep Learning = Neural Networks (1943) + image processing GPUs
- nAI means Narrow AI
- nAI = A → B, “Ability to learn or act intelligently” – Andrew Ng
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Learning Software
ARTIFICIAL INTELLIGENCE – UGH!

Data is meaningless without judgement

- Lab data is equivalent to “school learning”
- Labeled, enterprise, production data is equivalent to “experience”
- Artificially generated datasets are “lying” to the model
- Judgement = expertise (reasoning and heuristics) 



Confidential – © 2019 Respond Software, Inc.8

Uncertainty and Prediction
ARTIFICIAL INTELLIGENCE – UGH!

- Probability Theory

- “… is just common sense reduced 
to calculation”  

– Dead French Mathematician

- But it really is more than that…



Vulnerability
Accessibility

Criticality
Classification

Attack Patterns
Attack Progression

The most likely incident is at the 
center of them all. 

Everything is a Distribution      
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TELEMETRY
CONTEXT

INTELLIGENCE

PATTERNS
REASONING BEHAVIORS

* Possible States of the World
ARTIFICIAL INTELLIGENCE – UGH!
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Is deep in process and procedures 
designed to minimize human error!

Must change and must change quickly.

Is AI the answer?

Security Operations
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Task & Process Automation 
SECURITY OPERATIONS ON AI

Start with blueprints
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SIEM Rules are Highly Specific and Narrow
SECURITY OPERATIONS ON AI

This analysis is derived from a complete list of SIEM rules boiled down into their most atomic form. Example below:

MSSP Typical Rules = 25% of Total
Mature Security Operations Center = 45% of Total



Rules and Queries
Network Intrusion
• Network
• Attack signatures
• Perimeter & internal

Endpoint Protection
• Host-based agent
• Malware signatures
• User environment

URL Filtering / Proxy
• Internet browsing
• Suspicious connects
• Network chokepoint

Endpoint Detection
• Operating system
• All system activity
• Servers & users 

Signatures

Patterns

History

Behaviors

Intelligence

Context

Analytics

Assets

LONG TAIL DECISION ANALYSIS

5 failed logins

Malware not cleaned

Brute force attempted

Default account accessed

Security logs cleared by user

IRC port accessed

SQL injection attempt

Telnet protocol used

TOO MANY FACTORS TO CONSIDER

Robotic Decision Automation-VS-
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Let’s put these two back together again.

Aligning for the Future
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Match the Math to the Problem
ALIGNING FOR THE FUTURE

- NIDS false positive reduction
- Malware classification
- Behavioral baselines
- Recognition (signature, image)
- Anomalies, how malicious?
- Understand relationships

- Complicated problem...

PROBLEM MATHEMATICS

- K-Means clustering
- Bayesian filters
- Statistics
- Deep learning
- Anomaly detection
- Conditional probability

- Hybrid solution!
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How this works...
TEACHING AND LEARNING FROM MACHINES

1. Subject matter expertise and experience
2. Careful definition of a fact
3. Problem solving, reasoning process
4. Initial judgements and labelled data
5. Cross-customer learning
6. Deeper questioning of the model
7. Improved inputs (data, arch., config.)

From: Turned into:

1. Relevant facts (evidence, features)

2. Single feature of a model (meaning)

3. Probabilistic models
4. Informed decision of a “rookie” model
5. Highly experienced decision (vs. human)

6. New useful information, optimal mix
7. Continuous improvement
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PeopleThreat  
Analyst

Threat  
Hunter

Security 
Engineer

Incident  
Responder

Reference Architecture for Security Operations
ALIGNING FOR THE FUTURE

Technology

Web Content Filtering

Identities

Assets

Authentication, Access & Authorization

Threat Indicator Lists

Honey – pots, tokens

Pivot & Search

Deception Grids

Security Event Management (SIEM)

Big Data Platforms

Data Loss Prevention

Data Science
Visualization

Sensor Grid Design

Network Security

Upstream Orchestration

Reporting

Engineering

Security Sensors

Intelligence

Hunt

Case Management

Forensics

Network Access Control

Record of Investigation

Downstream Orchestration

Forensic Collection

Vulnerability Management

Endpoint AgentIntrusion PreventionEndpoint Protection
Controls & Logging

SOC  
Analysts

Process

Collect, Analyze & Share 
Intelligence

Deploy & Manage 
Security 

 Infrastructure

Novel & Proactive 
Threat Hunting

Incident  
Management

Monitor, Detect, Analyze 
Declare Incident
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NEW

OLD
“Monitoring for Bad”

“Managing Bad”
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Thank You
FOLLOW 

www.respond-software.com/blog
https://www.linkedin.com/company/respond-

software-inc./

http://www.respond-software.com/blog
https://www.linkedin.com/company/respond-software-inc./
https://www.linkedin.com/company/respond-software-inc./

